
HTTP Lab

1. Using HTTP 0.9 – the simplest possible connection

After checking the contents of the php file and the resulting code, I think it’s just to print
out the contents of “index.html”, which is the default file of my virtual host “viewer.saware.com.”
However, I have no clue to answer the questions at the first glance. What’s the relation between
these questions and the resulting code?

Q: If you were a web browser, what would you do next?

I think I would retrieve all resources from URLs provided in the extracted file and then present
them to user.

Q: What problems might you face? Hint—pictures? Another hint—what if you wanted to
get the page again?



I think you mean I need another connection to load those resources such as pictures. It may be
better to get them altogether with the index file, so a new connection is not needed.

Q: Is there any way you could avoid having to get the whole file?

I think you mean cache. If the whole file was cached before, I only need to retrieve the contents
which have been modified since last visit.

2. Using HTTP 1.1

Now I understand a little more about what you want me to learn.

Q: And press return twice (why not once, as before?).

As per the answer in the self-test quiz, HTTP 1.1 keeps the connection open to allow extra
commands to be sent, each of which is separated by a single carriage return- a blank line on its
own signals that the connection is complete. Here pressing return twice generates a blank line,
so the server knows it’s the time to close the connection.

Q: What differences do you notice?

The main differences is: before the file content is delivered, a few additional information is sent
as response header. The information include HTTP version, status code, response time, web
server version, last modification time, modification tag, range unit for partial requests, content
length, encoding info, and content type. These information are useful to reduce the network
payload and improve the response time.



3. Redirection and default documents

Q: What is the server telling you now? What should you have typed?

The server is telling me that this is a bad request because a plain HTTP is sent to a SSL-
enabled server port. I think this is not what you want me to test.

Then I created an empty directory called “user” at the document root of the unsecured site, and
tried again.



This time it’s a 301 response “moved permanently”.

What if I add a trailing slash?



This time it’s a 200 response “OK”

The explanation is: when a trailing slash is added, the request is interpreted as a directory;
when it’s not added, the request is interpreted as a file (Gunnars, 2019).

4. Security

As HTTP authentication is not secured, I only implemented it in the SSL-enabled host in TME 5.
So for TME6, I created another “admin” directory with HTTP authentication at the unsecured
host viewer.saware.com and changed the configuration of virtual host viewer.saware.com.

However, it’s weird that the authentication works in the normal web page, but does not work in
this rawport.php.

I guess that there’s something wrong in the host name “localhost,” so I tried below



This time WWW-Authenticate is shown properly.

I think this is because localhost is not the host name specified in my server. As the server can’t
find a host configuration file, it goes to the default configuration file where no HTTP
authentication is set. This acts like a back door to allow unauthorized user to access restricted
content. Therefore, I also edited the default host configuration file. Now it runs as expected. A
401 response is returned.



After the authorization code is entered, a 200 response is received as expected.



Q: Why do you think that HTTP requires the username and password to be encoded?

The Base64 can be easily decoded, so its purpose is not for security. It is escaping the special
character (Adkins, 2013).

5. Non-existent pages

Q: What does the server tell you? Have you seen anything like that before?

Apparently, a 404 response is received since this file does not exist. I didn’t see this response in
the previous practices in this task, but I saw it from other web server. This message just tells
user that the requested resource is not found on the server.



6. Getting pictures

Q: What do you think will happen if you change Accept: */* into Accept: text/* ?

Since the “accept” directive is set by the browser, it depends on how the server algorithm use
this information for provide contents. As described in “hints and tips,” Apache server returns a



200 response with a file of image/jpeg type, even if I’ve disabled mod_negotiation or removed
“MultiViews” option or removed jpg from MIME mapping file (/etc/mime.types).

Disable mod_negotiation: sudo a2dismod negotiation.conf

Removed “MultiViews”: Option -MultiViews



I read through the Apache document of MIME configuration (“Apache Module mod_mime”),
which provides the ways of mapping MIME types to the resource name or extension, but there
is no configuration for following the “accept” directive in the request header.

<FilesMatch “\.(jpg)$”>

ForceType image/jpeg

</FilesMatch>

I also tried to add type-map handler, and get a 500 response. This may be a sign that I’m closer
to what matters, but I have no clue of the next step (“Content Negotiation”).

AddHandler type-map .var

In the article Content Negotiation, it’s mentioned that httpd uses a negotiation algorithm which is
not configurable (“Content Negotiation”).

As of now, I can’t find a way to cheat the algorithm for a “406” response.

7. Caching

Q: What do you see? Make a note of the ETag header value.

I only see the header info. The file itself is not replied. The ETag value is “2aa6-
593b4506ad43d”



When it’s resubmitted, the only change is the response time. The ETag is not changed.



After just a space being added, both the last modification date and the ETag value is changed.



The name and version of the web server for the sites www.athabascau.ca is Apache/2.2.3 (Red
Hat)

http://www.athabascau.ca


8. What is this "host" thing?

I established two virtual hosts.

Viewer.saware.com, which is an unsecured site



And member.saware.com, which requires SSL connection



9. Cookies and a bit more redirection

I created a cookie.php at the root of the unsecured host viewer.saware.com. The cookie info is
replied in the header.
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